CONG TY TRACH NHIEM HUU HAN CONG HOA XA HOI CHU NGHIA VIET NAM

MOT THANH VIEN " Péelap - Tw do — Hanh phiic
PHAT TRIEN CONG VIEN PHAN MEM
QUANG TRUNG
TRUNG TAM CONG NGHE SO
S6: 84/QTSC - TTCNS Thanh phd H6 Chi Minh, ngay 11 thang 11 nim 2026

THONG BAO CHAO GIA
Kinh gui: Quy Doanh nghiép
Céng ty TNHH mét thanh vién Phat trién Cong vién phén mém Quang Trung
(QTSC) c6 nhu ciu thye hién g6i mua sdm hang héa, dich vu véi cic yéu cau sau déy:
I. KHAI QUAT HANG MUC MUA SAM
- Tén hang muc mua sdm: Mua ban quyén phin mém kiém tra Fortify Static
Code Analyzer
- Thoi gian giao hang: Trong vong 04 tuan ké tir ngay ky hop dong.
- Thoi gian bao hanh va hd tro k§ thuat: 12 thang duge tinh tir ngdy 2 bén ky bién
ban nghiém thu, ban giao san phim.
- bia diém thyc hién: Toa nha QTSC Digitech Center, Khu Cong vién phén mém
Quang Trung, Phuong Trung My Téy, Thanh Phé Hb Chi Minh.
IL. TU CACH HQP LE CUA NHA CUNG CAP

Nha cung cAp tham gia hang muc mua sam c6 tu cach hop 1§ khi dap Gmg du cac

diéu kién sau day:

Nha cung cip 1a td chirc:

- Nha cung cép trong nudc: C6 ding ky thanh 1ap, hoat dong theo quy dinh cua
phép luat Viét Nam;

- Pbi v6i nha cung cp nude ngoai: C6 ding ky thanh 14p hoat dong theo phap
ludt nude ngoai;

- Khong dang trong qua trinh thye hién thi tuc giai thé hodc chdm durt hoat dong;

- Khong bi thu hdi gidy ching nhan ding ky kinh doanh hoic gidy ching nhan
dang ky ho kinh doanh;

- Khéng thudc trudng hop mat kha ning thanh toén theo quy dinh ctia phép luat
vé pha san;

- Khong dang bi truy ctru trach nhiém hinh sy;

- Khong dang trong thoi gian bj cAm tham du thdu theo quy dinh ctia Luét déu

thau.
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III. YEU CAU CUA HANG MUC MUA SAM

1. Yéu cAu cung cAp hang héa/dich vu

STT P/N MG t chi tiét Thot vt | sL
gian

I | Gidi phap SAST - Subscription bo | 15
Phan mém do quét 16 hdng source
code: Security Fortify Static Code ban

1 |1000075662 Analyzer Flexible Deployment Plan | 12 thang s | 15
for one Named Contributing et
Developer Subscription SW E-LTU

2 | Dich vu trién khai _ goi | 1

KHOI PONG & KHAO SAT

Hop khéi dong; thdng nhit muc
dich vy, pham vi, d4u mdi hai bén,
lich onsite/remote, kénh trao dbi va
quy trinh change request. Hinh
thirc: Remote/Onsite

A Kick-off & ké | Diéu kiér}: Ky thée} thuan béo‘mat
hoach du an (NDA) vé€ ma ngudon; ma ngudn va
két qua quét chi xtr Iy trén ha tang
QTSC

Sép xép nhén su phdi hop trién
khai: 01 quan ly dy an, 01 quén tri
ha t?xng,Ol tech lead/tng dung.

Khao sat danh muc tng dung
onboard (ngdn ngtt, framework,
build tool, repository), nén tang
CI/CD, AD/LDAP, Jira/Azure

DevOps, ha tAng mdy chu, chinh
Khao sat hién b, g B Toay

A2 | trang SDLC &
ha ting

sach mang va truy cép Internet. X4c
nhan danh sach developer dong gop
ma cho cac ing dung dugc quét
(d6i chiéu 15 license).

Hinh thirc: Remote/Onsite

Diéu kién: Cép quyén truy cap

repository va bado dam ung dung
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build thanh cong trén moi truedng
hién tai, di dependencies; ct tech

lead cho tirng trng dung.

THIET KE GIAI PHAP (HLD — LLD)

Bl

Thiét ké tong
thé (HLD)

Kién truc logic SSC — ScanCentral
Controller — Sensor — CSDL; ludng
dit licu quét (local/remote
translation); mo hinh phan quyén;
sizing mdy chud; phuong 4n cdp nhat
rulepack (online/offline); phuong
an sao luvu.Hinh thirc: Remote

B2

Thiét ké chi
tiét (LLD)

Thiét ké chi tiét timg thanh phan:
(1) SSC — hostname/IP, port,
Tomcat/JDK & Java heap, ching
chi TLS, SMTP, phuong thirc cap
nhat rulepack;

(2) CSDL SSC - DBMS, schema,
character set/collation, tai khoan két
ndi, lich sao luu;

(3) ScanCentral Controller — két ndi
SSC, client/worker token, thoi gian
luu job, sensor pool;

(4) Sensor & SCA — ciu hinh may,
build tool theo ngdn ngit, phan bd
sensor pool;

(5) Chu triic SSC —
Application/Version, attribute, issue
template, role;

(6) Tich hgp — LDAP (bind
account, nhom AD « role), IDE
plugin, CI/CD (tung pipeline), bug
tracker (theo mirc dich vu);

(7) Ma tran két ndi mang (ngudn —
dich — port — giao thirc) va danh
sach service account.

Kich ban kiém thir chi tiét cho timg
thanh phén va tich hop, lam cin cir
thuc hién UAT (F1).
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Hinh thitc: RemoteDiéu kién: Cung
cap DBMS cho SSC, tai khoan c6
quyén tao schema; cdu hinh
character set/collation phén bi¢t hoa
thuong theo yéu ciu ciia hing cho
DBMS tuong tng tai thoi diém
trién khai (chét trong LLD); M& két
nbi mang theo LLD: ngudi
dung/IDE/CI — SSC (HTTPS);
Controller «» SSC; Sensor/Client
— Controller; SSC — CSDL; SSC
— LDAP (389/636); SSC —
Jira/Azure DevOps (443);

Cung cép service account AD (bind
read-only) va tao nhém AD theo ma
trdn phan quyén da duyét.

CAI PAT NEN TANG

<l

Kiém tra sin
sang ha ting
(pre-check)

Kiém tra may chd, hé¢ diéu hanh,
JDK, port, CSDL, chiing chi, két
ndi VPN theo LLD trudc khi cai
dat.Hinh thirc: Remote/Onsite

C2

Cai dat
Software
Security Center

Khoi tao schema CSDL SSC; cai
Tomcat 10.1/JDK 17; deploy SSC;
cu hinh TLS; nap license; cép nhat
rulepack (online hoic offline); cdu
hinh SMTP thdng bao; sao luu ciu
hinh ban d4u.

Hinh thirc: Remote/Onsite

Pidu kién: Cung cép service
account AD (bind read-only) va tao
nh6m AD theo ma trin phan quyén
da duyét; Cung cdp DBMS cho
SSC, tai khoan c6 quyén tao
schema; c4u hinh character
set/collation phén biét hoa thudong
theo yéu cdu ctia hang cho DBMS
twong tng tai thoi diém trién khai
(chét trong LLD); License Fortify
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(fortify.license) dd dwoc hing cip;
tai khoan OpenText Support portal
ding tén QTSC; Cho phép két nbi
Internet t6i may chu cép nhat
rulepack ctia OpenText, hodc chip
nhén quy trinh cdp nhét offline thu
cong.

C3

Cai dat
ScanCentral
SAST
Controller

Cai Controller, két ndi SSC, ciu
hinh client/worker token, thoi gian
luu job, sensor pool.

Hinh thtrc: Remote/Onsite

Piéu kién: M& két nbi mang theo
LLD: ngudi dung/IDE/CI — SSC
(HTTPS); Controller «» SSC,;
Sensor/Client — Controller; SSC
— CSDL; SSC — LDAP
(389/636).

C4

Cai dat Sensor
& SCA

Cai Fortify SCA va ScanCentral
sensor; cai build tool theo ngon ngit
Uung dung
(Maven/Gradle/MSBuild/dotnet...).
Co ban & Tiéu chuén: 01 sensor.
Néng cao: 02 sensor, phan sensor
pool theo nhém rng dung. Hinh
thire: Remote/OnsiteDiéu kién:
Cung cip ddy du may chii theo
sheet 'Ha téng yéu cAu', d& cai hé
diéu hanh va cip nhat ban va.

Cs

Cai dat mu
trén may
developer/build

Cai SCA, Audit Workbench,
ScanCentral client trén 01 may
mAu; tai liéu hudng dan dé khach
hang ty nhén ban cho cac developer
con lai (tbi da 15 license). Hinh

thirc: Remote/Onsite

TICH HOP
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D1

Tich hop
AD/LDAP &
phén quyén

Tich hgp SSC véi AD/LDAP; anh
xa nhom AD vao role chung
(Administrator, Security Lead,
Manager, Developer). Hinh thuec:
Remote/Onsite

Didu kién: Cung cip service
account AD (bind read-only) va tao
nhom AD theo ma trdn phan quyén
da duyét.

D2

Tich hop IDE
plugin

Cai va cdu hinh plugin cho 03 IDE:
Visual Studio, Intelli] IDEA,
Eclipse trén may mau (l(ét ndi SSC,
ddng bo két qua audit). Hinh thic:
Remote/Onsite

Chuén bi phong ddo tao, mdy hoc
vién di cai IDE, mang truy cap
SSC.

D3

Tich hop
CI/CD pipeline

Co ban: 01 nén tang CI, 02
pipeline. Tiéu chuén: tbi da 05
pipeline (01 pipeline/ing dung).
Nang cao: 05 pipeline + security
gate (fail build theo ngudng
Critical/High). Phuong thuec:
Jenkins plugin / Azure DevOps
extension / GitLab CI qua
ScanCentral client hoac fcli. Hinh
thirc: Remote/Onsite

Quyén quén trji nén ting CI/CD;
cho phép cai ScanCentral client trén

runner/agent.

ONBOARDING

UNG DUNG & HO TRO QUET

El

CAu hinh tng
dung trén SSC

Tao Application/Version, attribute,
issue template, performance
indicator, alert cho tung ing dung.
Hinh thirc: Remote/Onsite

E2

HO trg quét 01

lan

HS trog translation & scan 01 lan
cho tirng tng dung (Co ban 02,
Tiéu chuin/Nang cao 05); dinh murc
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01 MD/ung dung, da bao gdm xtr ly
16i build/translation co ban. Vuot
muc hodc quét lai xir ly theo change
request. Hinh thirc: Remote/Onsite
Cép quyén truy cép repository va
bao dam g dung build thanh cong
trén moi troeong hién tai, di
dependencies; ctr tech lead cho tung
ung dung.

Cung tech lead tng dung review
issue Critical/High, audit/suppress
false positive, xdy dung filter
set/folder. Gigi han 20 (Co ban) /
30 (Tiéu chudn) / 40 (Nang cao)

HO? tro triage

E3 issue mdi g dung, dinh mirc 30

két qua o ) .
phut/issue (P12). Hinh thurc:
Remote/Onsite
Triage thuc hién gidi han & issue
Critical/High, t6i da 20 issue mdi
ung dung. .
KIEM THU, TAI LIEU & NGHIEM THU
Kiém thtr chép .2 " .
F1 . Kiém thtr chap nhén (UAT)
nhan (UAT)
As-built; SOP van hanh: sao
e luru/khéi phuce, cap nhét rulepack,
) Tai liéu As- . &0 hien ban. thém tne d
n, thém &
built & SOP nang cap phién ban, thém tng dung,

quan ly license developer. Hinh
thirc: Remote

Déi chiéu pham vi da thuc hién véi
F3 | Nghiém thu SOW, ky bién ban nghiém thu.
Hinh thirc: Remote/Onsite

PAO TAO & CHUYEN GIAO

2. Yéu cu vé thoi gian thuc hién va bao hanh
- Thoi gian giao hang: Trong vong 04 tudn k& tir ngay ky hop dong.
- Thoi gian bao hanh va hd trg k§ thuat: 12 thang dugc tinh tir ngay 2 bén ky bién

ban nghiém thu, ban giao san pham.
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- Pia diém giao hang: Toa nha QTSC Digitech Center, Khu Cong vién phan mém
Quang Trung, Phuong Trung My T4y, Thanh ph HO Chi Minh.

3. Yéu ciu vé phwong thirc thanh toan

- Thoi gian thanh toan: Theo thda thudn khi cac Bén ky hop dong.

- Dong tién thanh toan: Tién ddng Viét Nam.

- Hinh thirc thanh toan: Chuyén khoan.

4. Cam két ciia nha cung -cﬁp vé tai chinh dé thye hién hang muc mua sim

Nha cung cép cam két du nang lyc tai chinh dé thuc hién hang muc mua sim nay.

5. Cac ngi dung khac

Nha cung cép dam bao nhan sy thyc hién phai c6 trinh d§ chuyén mon, c6 ching
chi lién quan dén cong viéc dé thuc hién cong viéc; nhan sy gidm sat phai c6 chiing chi
lién quan.

IV. YEU CAU BAO GIA CUA NHA CUNG CAP

Béo gia do nha cung cp chudn bi phai ddy du cac ndi dung sau:

- Vin ban bao gia phai c6 ddy da ndi dung theo yéu cau ctia hang muc mua sim
tai muc III ctia Thong bao chao gié;

- Gia d& xuit: (Gdm gi4 trude Thué VAT, Thué VAT, gia sau Thué VAT);

- Trudng hop nha cung cp 14 td chire: Vin ban bao gia phai ¢ chit ky ctia nguoi
dai dién hop phép va ddu hodc chfr ky dién tir cia nha cung cép theo quy dinh ctia phép
luat.

V. TIEP NHAN BAO GIA

Chi tiép nhan béo gia truc tiép qua dia chi: Toa nha QTSC Digitech Center, Khu
Cong vién phdn mém Quang Trung, Phudng Trung My T4y, Thanh phd H6 Chi Minh
hodc qua Email: nguyenh@qtsc.com.vn trudc ngay 17 thang 11 ndm 2026.

TRUNG TAM CONG NGHE SO
Giam dbc Trun tﬁ%

/

Tran Hoang Nam
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