TONG CONG TY CONG NGHIEP SAIGON TNHHMTV ~ CONG HOA XA HOI CHU NGHIA VIET NAM

CONG TY TRACH NHIEM HUU HAN Péc lap - Tw do - Hanh phiic
, MOQT THANH VIEN
PHAT TRIEN CONG VIEN PHAN MEM
QUANG TRUNG
S6: 34/QTSC-TTCNS Thanh phé Ho Chi Minh, ngay 26 thang 6 ndm 2025

THONG BAO CHAO GIA
Kinh gtri: Quy Doanh nghiép

Cong ty TNHH mot thanh vién Phat trién Cong vién phan mém Quang Trung
(QTSC) c6 nhu cau thuc hién g6i mua sdm hang héa, dich vu véi cac yéu cau sau day:

I. KHAI QUAT HANG MUC MUA SAM

- Tén hang muc mua sdm: Mua sédm license, dich vu phén mém cho céc thiét bi
phuc vu duy tri van hanh, ddm bdo an toan thong tin

- Thoi gian thyc hién: 90 ngay ké tir ngay ky hop dong, trong d6 thoi gian giao
hang 30 ngay ké tir ngay ky hop dong.

- Dia diém thyc hién: tai Trung tAm Tich hop dit lidu tinh d3t tai Trung tm Cong 2w
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nghé s6 thudc S& Khoa hoc va Cong nghé tinh S6c Tring. \\?‘:\ nw
IL. TU CACH HQP LE CUA NHA CUNG CAP \ v

Nha cung cp tham gia hang muc mua sdm c6 tu cach hop 18 khi dép tmg du céc
dicu kién sau day:

% Nha cung cép 1a t chic:

- Nha cung cip trong nudce: ¢6 dang ky thanh 18p, hoat dong theo quy dinh cua
phép luat Vi¢t Nam. Doi véi nha cung cap nudc ngodi: cb dang ky thanh 1ap hoat dong
theo phap luat nude ngoai;

- Khong dang trong qua trinh thue hién thu tyc giai thé hogc chim dut hoat dong;
khong bi thu hoi gidy chimg nhén déng ky kinh doanh hogc gidy chimg nhén déng ky
ho kinh doanh; khong thudc trudng hop mat kha nang thanh toén theo quy dinh ctia phap
luat v€ pha sén;

- Khong dang bi truy clru trach nhi€ém hinh su;

. - Khong dang trong thoi gian bi cdm tham du thiu theo quy dinh cta Luat déu
thau.
III. YEU CAU CUA HANG MUC MUA SAM

1. Yéu ciu cung cip hang héa/dich vu
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Danh muc hang héa

Xuit xi/ Ky
ma hiéu/
Hang san

xuét

Pon vi
tinh

Khoi
lwong

Cung cip dich vu hd trg ky thuit cho thiét bi lwu trir
Netapp - Thoi gian 01 naim

Dich
vu

Cung cip phin mém cho thiét bi Netscout Arbor AED
8100 - Thoi gian 01 nam

Canada/
AED 8100/
Netscout

Phin

- Dich vu bio hanh va hd trg k§ thuét cho thiét bi
Netscout AED8100 véi cac module di kem

Goi

- Dich vu béo tri phan mém véi tinh ning AIF cap
nhit kha ning phong vé cho thiét bi Netscout
AED8100

Goi

Tinh nang bao mat

- Giai phap phai c6 kha nang phat hién va phong chéng
céc loai tAn cong DDoS sau: TCP/UDP/HTTP(S) flood
attacks, botnet protection, hacktivist protection, host
behavioral protection, anti-spoofing, configurable flow
expression filtering, payload expression-based filtering,
permanent and dynamic blacklists/whitelists, traffic
shaping, multiple protections for HTTP, DNS and SIP,
TCP connection limiting, fragmentation attacks,
connection attacks.

- Phai 1a Thiét bi phong chéng tin céng DDoS chuyén
dung va dugc thiét ké dya trén cong nghé stateless

- Giai phap phai hd trg phong ngira tAn céng SSL/TLS
cho ca Ivu lwgng HTTPS va Non-HTTPS TLS

- Giai phap phai c6 kha ndng giam sét luu lugng
outbound bi nghi ng¢ va chdn luu lugng ddc hai, nhu céc
giao tiép véi botnet c&e, yéu cau DNS giri dén mot host
doc hai

- Giai phép phai c6 kha nang cép nhat thu cong/ty dong
cac mAu tn cong th eo khoang thoi gian ciu hinh san.

- Giai phap phai cho phép thém vao danh sach cam
(Blacklist) dya theo dia chi IP, Qudc gia, tén mién, va
URL.

Cung cip phian mém cho thiét bi Forcepoint NGFW
3401 - Thoi gian 01 nam

Taiwan/
NGFW 3401/
Forcepoint

A
Phan
meém

Dich vu bdo hanh phin cirng va h§ trg ky thuit thiét
bi twong liva Forcepoint N3401

Goi

Dich vu hd trg cAp nhét phién bian phin mém, bin v
va truy cp cac tai liéu ky thuit

Géi
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Danh muc hang héa

Xuit xit/ Ky
ma hiéu/
Hang san

xuét

Don vi
tinh

Khoi
lwgng

Dich vu bao hanh phan citng va hd trg k§ thuit cho
card mé rong 4 x 10Gbps SFP+

Goi

Tinh ning bdo mat

- NextGen Firewall: H0 tro tinh ning VPN, IPS, NGFW
& encrypted traffic control

Tinh ning Deep Packet Inspection:H0 trg tinh ning
Multi-Layer Traffic Normalization/Full-Steam Deep
Inspection, Anti-Evasion Defense, Dynamic Context
Detection, Protocol-Specific Traffic Handling/Inspection,
Granular Decryption of SSL/TLS Traffic, Vulnerability
Exploit Detection, Custom Fingerprinting,
Reconnaissance, Anti-Botnet, Correlation, Traffic
Recording, DoS/DDoS Protection, Blocking Methods,
Automatic Updates

Tinh ning SD-WAN: Hb tro tinh nang Multi-Link SD-
WAN tbi wu viée st dung cac dudng truyén WAN khac
nhau

Tinh ndng Anti-Bot: H3 tro co ché ngin chin Bot bang
nhidu phuong thirc phat hién C2C

Tinh niing Anti-Malware: Hb trg phuwong thirc quét AV
truc tiép va dua tren Reputation

Bdn quyen phan mem quan tri tdp trung

- Ban quyén phan mém quén trj tip trung cho thiét bi
tuong Itra

- Dich vy béo tri cho phin mém quén trj tip trung trong
thoi gian 01 ndm

Tinh niing quéan trj tap trung

Giao dién quan tri tdp trung:

- H3 tro quan tri qua may chu tap trung, hd tro HTTPS va
giao dién quan tri GUI

- Hé théng cung cip giao dién quan 1y tap trung va -hién
thi thiét bj duéi dang topo GUI

- H3 trg cAu hinh chinh sach cho céc thiét bi tuong ludng
qua giao dién quan tri tap trung

Quan ly log tdp trung: HE théng ‘quan tri hd trg quan tri
log tép trung dé d& dang truy xuét, khoanh ving, dinh vi
su ¢ khi can thiét

Cung cip phan mém cho hé théng Infoblox/DNS TE-
805 - Thoi gian 01 nam

My/ Trinzic
805/ Infoblox

Phin

Dich vu bio hanh, hd trg k§ thuit va bao tri phin
mém cho thiét bj Infoblox Trinzic 805

Géi

Dich vu bao hanh, hd trg k§ thuit va bio tri phin
mém cho thiét bi Infoblox Trinzic 1405

Goi
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phén tich, cho 02 Gb bao cio

S Xuit xi/ Ky
T Danh muc hang héa mi higu/ | Ponvj | Khoi
T Hang sdn tinh lwong
xuit
Dich vu bao tri phi’in mém cho hé théng bao cdo va _— .

Tinh niing yéu ciu

Tinh niing hé thong DNS

- DNS/DHCP hoéc IP Address Management

- Giam sat trang thai hoat ddng ctia hé thbng DNS (DNS
Check Monitor)

- Thay dbi c4c cAu hinh vé Time To Live va cbng mic
dinh trong dich vu DNS

- DNS Cache, DNS Forwarder, Recursive DNS va
AAAA Records

- Tao cac blacklist DNS va hd trg tinh ning DNS
Blackhole list

- HJ trg cc phién ban dit liéu DNS khéc nhau, cho phép
phén giai tén mién theo dung yéu clu clia ngudi ding &
bén trong hozic bén ngoai hé thdng (Internal DNS hoic
External DNS)

- H3 tro DNS64 cho céc dia chi IPv6, mé hinh trién khai
DNS: DNS IPv4 only, DNS IPv6 only, DNS Dual-Stack
IPV4/IPV6, DNS64

- Céc tinh nang DNS Caching, DNS Firewall, DNS
Security va cac tinh nang nghiép vu NXDOMAIN, chan
tén mién, thay dbi ban ghi tén mién..)

- C6 kha ning phong chdng malware phd bién trén giao
thitc DNS nhu: Proxy c&c networks

- Phét hién c4c yéu cdu truy vin va giao tiép Malware cia
ngudi dung trong mang vai cac c&c Server

- H3 trg trién khai DNSSEC: Key Pairs, Key chain, DNS
SEC Validation, Co ché tu dong sinh khoéa, gia han khda.,
Ky khoa DNS thoi gian thuc

Tinh ndng hé thong quan Iy tdp trung

- Quan tri truy cdp thong qua chtrc nang nhiém vu (role-
based access control)

- Phén quyén nguoi ding hé théng

- H3 tro co ché tim kiém nhanh théng qua Global Search
va Smart Folder

- Hb trg backup, restore va upgrade céc thanh phan

- HO trg trén 80 bao céo sin c6 cho céc tinh ning DNS,
DN Securiy, nhu: Béo céo top domain duge truy vén
nhiéu nhét trong mang, béo cdo Top chinh sach bao mat
trén DNS Firewall bi vi pham, bao céo vé cac cudc tn
cong DNS,...

- H3 trg bao cao tuan tha, tich hop véi cac dbi tac trong
viéc don gian hoa qua trinh van hanh quan tri

- Tich hop engine béo cdo duoc xay dung sin
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Danh muc hang héa

Xuit xi/ Ky
ma hiéu/
Hang san

xuit

Pon vi
tinh

Khoi
lwrong

Cung cAp phian mém cho thiét bi Sonicwall E9250
Network - Thoi gian 01 nam

Taiwan/ NSA
9250/
Sonicwall

Phan
mem

Dich vu bio hanh va hd trg ky thuit cho thiét bi NSA
9250 trong 1 nim

Goi

- Dich vu nang cép cho IPS, Gateway
Antivirus/Antispyware, Application Control, Content
Filtering, CaptureATP

- Dich vu bao hanh phén cimg va hd tro k§ thuat (khic
phuc sy c¢b, ning cip phan mém)

Tinh ning bdo mat

- Cong nghé Deep Packet Inspection Service: Gateway
Anti-Virus, Anti-Spyware, Intrusion Prevention, DPI SSL
- Tinh nang Application Intelligence and Control: Cho
phép quan 1y va diéu khién tmg dung, quan 1y bang
théng. HO trg tao céc signature dua trén (mg dung ndi bd
Dich vu Cloud Sanboxing

- H3 tro phan tich da nén tang (cloud-based mutil
engine), phan tich & mic hypervisor

- H6 tro phan tich ma doc véi cong nghé Real-Time Deep
Memory Inspection

Tinh ndng Filtering: HJ tro tinh ning Content Filtering

Cung cip phin mém cho thiét bi Barracuda Email
Security Gateway 400 — Thoi gian 03 ndm

My/
Barracuda

Phan
mem

Chitng nhén 03 nim cip nhit phian mém va hd trg ky
thuit cho thiét bi Barracuda Email Security Gateway
400

Goi

Gify phép 03 nim st dung dich vu bio hanh ciia thiét
bi Barracuda Email Security Gateway 400

Goi

Cung cAp phin mém cho thiét
bi Trellix: NW 4600 — Thoi gian 01 nam

My/
NWNX2WE
1E-AT/
Trellix

Phan
meém

Gia har} dich vu bao hanh va hd tro k¥ thuat chinh héng
cho thiét bi S/N: FZ2403UA9N]J (thoi han 01 ndm)

- Gia han thong lugng hoat dong cta thiét bi S/N:
FZ2403UA9NJ >= 300Mbps
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Danh muc hang héa

Xuit xit/ Ky
ma hiéu/
Hang sian

A
xuat

Pon vi | Khbi

tinh

lwong

Yéu ciu vé tinh niing

- C6 tinh nang giai ma SSL Decryption hodc SSL
Interception

- Giai phdp phai phan tich dugc cac két ndi web tir may
ngudi ding nhim phat hién va canh béo céc hanh vi nguy
hiém, cac trang web ddc hai c6 chira tp tin ma ddc duoc
tai vé thong qua cic truy cip web/ internet

- C6 kha niing phét hién céc k§ thuat 14n tranh méi truong
phan tich ctia mé ddc: str dung cong nghé phén tich trén
moi truong 4o hoa khong dua theo mau (signatureless) dé
phét hién tAn céng zero-day, multi-flow va céc k§ thuat
14n tranh

- Phét hién va ngén chin céc kiéu tAn cong: 1am r6i ma
(obfuscated), chu dich (targeted), tity chinh (customized
attacks)

- C6 kha niing phét hién va ngin chin céc két ndi C&C
(command & control)

- Giai phap c6 kha ning phat hién va canh béo dbi véi cac
hanh vi tAn céng qua mang ndi bd nhu: Internal
Reconnaissance, Privilege Escalation, Lateral Movement
of Malware, Data Exfiltration DetectionTich hop sin
cong nghé phan tich ddng, signature-less va signature-
based IPS (dwa theo mAu) dé phat hién va ngin chin cac
méi hiém hoa

- Luu lai cac két nbi mang duéi dang peap khi thuce hién
phan tich mi dc trong moi truong sandbox, ddng thoi
cho phép ngudi quan tri c6 thé tai v& dé phén tich

- C6 tinh ning kiém tra, d4nh gi4 rti ro (riskware) ciia cc
tép tin dinh kém c6 hanh vi ctia ma d6c nhung khong
nhim muc dich doc hai nhu: cac chuong trinh cai dat
khong mong mudn, cac phin mém sira dbi cai dit gay
anh huéng hodc giam hiéu suét cia hé théng

- Cong nghé phan tich ddng dwgc xy dung trén nén tang
4o hod (hypervisor) riéng, khong str dung céac giai phéap
40 hod phd bién nhu VMware, HyperV hay KVM

- H3 tro cac nén tang hé diéu hanh bao gdm: Microsoft
Windows, MAC OS X, Linux

- Hb trg phén tich trén 160 dinh dang file bao gdm:
portable executables (PEs), web content, archives,
images, Java, Microsoft, Adobe applications &
multimedia...

- C6 kha nédng cép nhat dit liéu IoC qua trung tAm chia sé
Threat Intelligence Cloud
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2. Yéu cu vé thoi gian/tién d9 thwe hién, phwong thirc giao hang/thwe hién,
bao hanh, bio tri, ho trg ky thuit

- Thoi gian thyc hién: 90 ngay ké tir ngay ky hop dbng, trong do6 thoi gian giao
hang 15 ngay ké tir ngay ky hop dong;

- Thoi gian/ Phuong thirc bao hanh: Theo chinh sach nha cung cp;

- Dia diém giao hang: Theo chi dinh ctia khach hang.

3. Yéu chu vé thoi han, phwong thirc thanh toan, bio dim thye hi¢n hgp dong

- Thoi gian thanh toan: Theo thoa thudn khi cac Bén ky hop dong.

- Pdng tién thanh todn: tién déng Viét Nam.

- Hinh thirc thanh toan: chuyén khoan.

4. Cam két ciia nha cung cip vé tai chinh dé thwe hién hang muc mua sam

Nha thiu cam két dap tmg du ning lyc tai chinh d& thuc hién goi thau.
5. Cac ndi dung khac (néu co)

Tat c& céc thiét bj diéu 12 hang chinh hang, c6 nguon goc xuét Xt r6 rang, dugc
san xudt, 1ap rap tai nudc ngoai va nhap khau nguyén chiéc vé Viét Nam.

IV. YEU CAU BAO GIA CUA NHA CUNG CAP

Béo gid do nha cung cAp chudn bi phai ddy du céc ndi dung sau:

- Vin ban béo gia phai c6 ddy di nodi dung theo yéu cAu ciia hang myc mua sim
tai muc III ctia thong bao chao gia;

- Gia d& xuét: (gdm gia chua thué, thué, gia sau thué)

- Trudng hop nha cung cép 14 to chirc: vin ban bdo gia phai co chit ky cua nguoi
dai dién hop phép va ddu hodc chit ky dién tir theo quy dinh phép ludt clia nha cung cép.

V. TIEP NHAN BAO GIA:

Chi tiép nhén nhitng bao gia glri bang ban cing hodc ban scan theo dia chi: Toa
nha QTSC Digitech Center, Khu Cong vién phin mém Quang Trung, Phuong Tan
Chéanh Hiép, Quan 12, TP.HCM hodc qua email: ngannh@gqtsc.com.vn truge 16 gio 30
phtt ngay 30 thang 6 nam 2025.

Chung t6i chi phan hdi céc bao gia hop 1& qua email trong vong 01 ngay tir ngdy
A0Othang 6nam 2025.

CONG TY TNHH MQT THANH VIEN
PHAT TRIEN CONG VIEN PHAN MEM
QUANG TRUNG
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